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&RQWHQWYV

 QWURGXFWLRQ
3XUSRVH

$XGLHQFH
6FRSH

*HQHUDO 8VH RI %%& ,QIRUPDWLRQ 6\VWHPV
<RXU %HKDYLRXU
<RXU 5ROH
,QIRUPDWLRQ BHFXULW\ ,QFLGHQWYV
%XVLQHVV 8VH
3HUVRQDO 8VH
,QIRUPDWLRQ 3ULYDF\
$FFHVVLQJ %%& ,QIRUPDWLRQ 6\WWHPV
2ITHQVLYH ODWHULDO
$FWLRQV 8SRQ 7HUPLQDWLRQ Rl &RQWUDFW

3527(&7(' DQG 5(675,&7(' ,QIRUPDWLRQ
"RUNLQJ ZLWK 3527(&7("

6HFXUH 8VH RI WKH ,QWHUQHW
8QDXWKRULVHG 6RIWZDUH

ORELOH $SSOLFDWLRQV
6RFFLDO 1HWZRUNLQJ 6LWHYV
5HPRWH $FFHVYV

6HFXUH 8VH RI HOHFWURQLF &RPPXQLFDWLRQV
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SHPRYDEOH 6WRUDJH OHGLD
8VLQJ UHPRYDEOH VWRUDJH

SHPRYDEOH OHGLD IURP 7KLUG 3DUWLHYV

6HFXUH &RQILIXUDWLRQV RI %%& ,QIRUPDWLRQ 6\VWHPV
6HFXULW\ 7TRROV RQ %% & ,QIRUPDWLRQ 6\VWHP

&RQILIXUDWLRQ RI %% & ,QIRUPDWLRQ 6\VWHPV
$XWKRULVHG ,QIRUPDWLRQ 6\VWHPV

&RPPXQLFDWLRQV 6HUYLFHYV
SHUVRQDO 8VH

ORQLWRULQJ Rl %%& ,QIRUPDWLRQ 6\WWHPV
*HQHUDO ORQLWRULQJ

6SHFLILF ORQLWRULQJ
ORQLWRULQJ 3HUVRQQHO
$XWKRULW\ WR ORQLWRU

,QYHVWLIDWLRQ RI ,QGLYLGXDOV 8VLQJ %%%& ,QIRUPDWLRQ ¢
,QYHVWLIDWLQJ <RXU 8VH RI %%& ,QIRUPDWLRQ 6\VWHPV

,QYHVWLJDWLRQ RI 3DVW &RPPXQLFDWLRQYV
1RWLILFDWLRQ RI ,QYHVWLJDWLRQV
3HUVRQDO ,QIRUPDWLRQ 'XULQJ ,QYHVWLJDWLRQV

'HIDPDWLRQ
:KDW LV '"HIDPDWLRQ

'"HIDPDWLRQ LV 1RW $O0ORZHG

+DUDVVPHQW
+DUDVVPHQW LV 3URKLELWHG

&RS\ULJKW
SURWHFWLQJ &RS\ULJKW

([FHSWLRQ ODQDJHPHQW
([FHSWLRQV 3URFHVV

3ROLF\ 5HYLHZ
$PHQGPHQWYV

'"HILQLWLRQV
SHIHUHQFHV
'RFXPHQW FRQWURO
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%%& $FFHSWDEOH 8VH RI ,QIRUPDWLRQ 6\VWHF
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https://intranet.gateway.bbc.co.uk/whatshappening/Pages/bbc_code_of_conduct--.aspx
http://www.bbc.co.uk/editorialguidelines/
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
mailto:Information.Security@bbc.co.uk
mailto:Information.Security@bbc.co.uk
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https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/Data-Protection-Breaches.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations



https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/Software-Compliance.aspx



https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/BBC-Essentials.aspx
https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/BBC-Essentials.aspx



mailto:information.security@bbc.co.uk
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https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-password-policy.aspx
mailto:Information.Security@bbc.co.uk
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/hhdi/Pages/encrypt-data.aspx
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ORQLWRULQJ 34BFROVWM®R LQIRUPDWLRQ REWDLQHG WKURX
DQG OLPLWHG WR WUDLQHG DQG GHVLJQDWHG VWDII WR HC
DQG SULYDF\

$XWKRULW\ WR KHR GIMERDGRSWY WKH JXLGDQFH RXWOLQHG
&RPPLVVLRQHUVY (PSOR\PHQW 3UDFWLFHYV &RGH DQG WKH |
3DUW + ORQLWRULQJ DW :RUN 7KH ODWWHU GHVFULEHV K
DGRSWLRQ RI WKH SULQFLSOHV RI WKH 5HIJXODWLRQ RI ,QY
7HOHFRPPXQLFDWLRQV /DZIXO %XVLQHVV 3UDFWLFH ,QW}!
5HIJXODWLRQYV

7TKH %%& ,QYHVWLIJDWLRQ 6HUYLFH PDQDJHV DFFHVV W
SURFHVVY DQG KDV DXWKRULW\ WR SHUPLW RU UHMHFW

,Q HYHU\ FDVH WKH UHTXHVWHU ZLOO PDNH D ZULWWH
PRQLWRULQJ ZLOO VDWLVI\ WKH UHTXLUHPHQWYV RI UHC(
QHFHVVDU\ UHDVRQDEOH DQG LV D SURSRUWLRQDWH L

7KH %%& ,QYHVWLIJDWLRQ 6HUYLFH ZLOO FRPSOHWH D
UHIXVDO VHWWLQJ RXW WKH GDWD UHTXHVWHG DQG W
PDGH 7KLV SURFHVV LV VXEMHFW RI IRUPDO YDOLGDW!|
E\ WKH +HDG RI WKH %%& ,QYHVWLJDWLRQ 6HUYLFH 8C
LQGHSHQGHQW DXGLW

<RX FDQ ILQG RXW PRUH DERXW XVLQJ GDWD DV SDUW
*XLGH WR 'LVFORVXUH RI SBHUVRQDO ,QIRUPDWLRQ

,QYHVWLIDWLRQ RI ,QGLYLGXDOV 8VLQJ %%& ,QIRL

,QYHVWLIDWLQJ <RXU 8VH RI %%& 7&QHRUYPRWLHRQS 61\FAMAH PR/X L
DQRG GRHVY QRW LQYHVWLJDWH \RXU DFWLYLW\ RQ %%& ,QIR
7TKH %% & KRZHYHU LV XOWLPDWHO\ UHVSRQVLEOH IRU DOO
,QIRUPDWLRQ 6\VWHPVY W LV WKHUHIRUH LPSRUWDQW WKD
LQYHVWLIDWH \RXU %%& FRPPXQLFDWLRQV DQG \RXU XVH F
ZKLFK LQFOXGH

¢ DQ\ VHULRXV LQFLGHQW ZKHUH WKH LQYHVWLJDWLRQ RI
SXEOLF LQWHUHVW

WR FRPSO\ ZLWK OHJDO REOLJDWLRQVY DQG WKH SUHYHQ
WR HQVXUH WKDW WKH %%&TV SROLFLHY DQG SURFHGXU|

WR SUHYHQW RU GHWHFW XQDXWKRULVHG XVH RI %9%& ,Q

MM M

ZKHQ QHFHVVDU\ WR FRQGXFW DXWKRULVHG LQYHVWLJD

,QYHVWLIDWLRQ RI 3DVW &RPP SQVAMD WRRBXQLFDWLRQV PD)
DQDO\WVHG DV SDUW RI RQ JRLQJ RSHUDWLRQDO QHHGV RU
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https://intranet.gateway.bbc.co.uk/fo/hr/resolving-issues/Pages/disciplinary.aspx

LQIRUPDWLRQ LW REWDLQV YLD WKLV SURFHVV WR LQYHVW
DQ\ ODZ DQG WR LQVWLIJDWH DSSURSULDWH GLVFLSOLQDU\

I1RWLILFDWLRQ RI ,QNHVMYEDWIHDQNRQDEOH DQG LI DSSURCS
\RX DERXW DQ\ VXVSHFWHG EUHDFK RI WKLV SROLF\ EHIRUFL
+RZHYHU LW PD\ QRW EH SUDFWLFDO WR FRQVXOW ZLWK \F
JURVYV PLVFRQGXFW LV VXVSHFWHG

3HUVRQDO ,QIRUPDWLRQ 'XULk®X ,\DKYRIWOA FHWRRMWH WKDW |
PD\ UHYHDO SHUVRQDO LQIRUPDWLRQ DERXW \RX IRU LQVW
LGHQWLW\ RI SHRSOH \RX HPDLO IRU SHUVRQDO UHDVRQV F
LW LV QHHGHG WR IRUP SDUW RI DQ DXWKRULVHG LQYHVWL

'HIDPDWLRAQ

:KDW LV 'HIDPHIWRLRMWLRQ LV WKH SXEOLFDWLRQ RI D VWDW
UHSXWDWLRQ RI D SHUVRQ RU DQ RUJDQLVDWLRQ 7KH SXE
DQ\ RWKHU HOHFWURQLF FRPPXQLFDWLRQ

'HIDPDWLRQ LV 1RWREXOPORAMHMQ@RW VHQG RU FLUFXODWH LQ\
LQIRUPDWLRQ WKDW LV GHIDPDWRU\ 7KLV LQFOXGHYV DQ\ L
FRPPHQWY DERXW DQ LQGLYLGXDO RU RUIJDQLVDWLRQ ZLWI
LQIRUPDWLRQ DUH DFFXUDWH $ SHUVRQ RU RUJDQLVDWLR(
GDPDJHV $OWKRXJK WKH ODZ UHFRJQLVHV WKDW LW LV D (
RQAXV LV RQ \RX RU WKH %%& WR VKRZ WKDW 7KHUH LV DO\
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https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-disciplinary-policy.aspx
http://www.bbc.co.uk/editorialguidelines/
http://www.bbc.co.uk/editorialguidelines/

([FH®LRQ ODQDJHPHQW

([FHSWLRQV 3WRFAHYYW LV QRW SRVVLEOH WR DSSO\ RU HQ
WKHQ D'1%% & QVDWLR @ $WWXEHY WRPSOHWHG D @G & HMRWE B & MRR)
BHEFXW/MWDP 7KH %%& ,QIRUPDWLRQ 6HFXULW\ WHDP ZLOO UHYL
DVVHVV WKH ULVN DQG DGYLVH RQ DQ\ DFWLRQ WR EH WDNHQ ¥
WR WKH ,QIRUPDWLRQ 5LVN 2ZQHU ,52

2QFH WKH %% & ,QIRUPDWLRQ 6HFXULW\ WHDP UHFHLYHV FRQILL
WKH ,52 D %%%& ,QIRUPDWLRQ 6HFXULW\ GLVSHQVDWLRQ ," ZLOC(
WR WKH RULJLQDO GLVSHQVDWLRQ UK HY MR PXYWLBRP B A SR W
W KH Uttand xeéassessed.

'LWKRXW D %%%& ,QIRUPDWLRQ 6HFXULW\ ," EHLQJ LVVXHG D GL
DSSURYHG

SROLF\ ¥HYLH

$PHQGPHQRKH %% & UHVHUYHV WKH ULJKW WR UHYLHZ DQG D
EDVLVY 7KLV LV WKH UHVSRQVLELOLW\ RI ,QIRUPDWLRQ 6HF
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https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
mailto:information.security@bbc.co.uk
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SHIHUHQFHV

$FFHVVLQJ 2I1IH
ODWHULDO IRU
-RXUQDRWWLF
SHVHIFBFK 3XUSR!

KWWSV _LOWUDOHW JDWHZD\ EEF FR XN GH\
PV DVS]

6HFXULW\ DQG
,QYHVWLIDWLR

%XO0O\LQJ DQG
+DUDVVPHQW
*ULHYDQFH 3RC

& (QFU\SWLRQ 6

%%& ,QIRUPDWI
&ODVVLILFDWLF
+DQGOLQJ 6WD

'D SURWHFWLRQ

'LVFLSOLQDU\ 2

(GLWRULDO *XL

*XLGH WR 'LVFC
3HUVRQDO ,QIR

,QIRUPDWLRQ 6
,QFLGHQW 5HSF

ORELOH 'HYLFH
SHPRWH :RUNLC
S3ROLF\

3DVVZRUG 3ROl

KWWSV LOWUDOQHW JDWHZD)\ EEGBOFRIXW LIRD\

KWWSV LOWUDOQHW JDWHZD\ EERGEBDKRESRC
KDUDVVPUHIHY BREH F\ DV S|

KWWSV LOWUDQHW JDWHZD\ EEF FR XN GH\
FLHVY DVS]

KWWSV LOWUDQHW JDWHZD\ EEF FR XN GH\
FLHV DVS]|

KWWSV LOWD\DBEHMWEFRDYWM IR Z8@ DO ISRAWIPAHV L R
ULJKWYV 3DIBIWEUKRWHFWWQEBBDRRN DVS]|

KWWSV LOWUDQHW JDWHZD)\ EBRE\FRL X0 LSAC
SROLF\ DVS]

KWWS 777 EEF FR XN JXLGHOLQHV HGLWRU

KWWSV LOWUDOQHW JDWHZD\ EEF FR XN IR K
LVVXHYVY 3DJHV GLVFLSOLQDU\ DVS]|

KWWSV LOWUDOQHW JDWHZD\EEE FR XN IR \

LOYHVWLJDWLRQWHO Y HFVAAM 3D\IBHR QU SIRWSANY

KWWSV LOWUDQHW JDWHZD\ EPR FIRDOKXL BRI
UHPRARHINEROD LB\ DV

KWWSV LOWUDQHW JDWHZD\ EEPWVRZRNGRC

SROLF\ DVS]
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https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
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https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-mobile-devices-and-remote-working-policy.aspx
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https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-password-policy.aspx

3HUVRQDO ,QIR
BHFXULW)\ %UHIL
5HSRUWLQJ
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https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/Data-Protection-Breaches.aspx
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